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You are hereby notified that a Governance Committee Meeting of Liverpool
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LIVERPOOL
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COUNCILs 12 MARCH 2024

INFRASTRUCTURE AND PLANNING COMMITTEE REPORT

ITEM 01 Development Assessment

Liveable, Sustainable, Resilient
Strategic Objective

Deliver effective and efficient planning and high-quality design to
provide best outcomes for a growing city

File Ref 057392.2024

Report By

William Attard - Manager Development Assessment

Approved By

Lina Kakish - Director Planning & Compliance

EXECUTIVE SUMMARY

This report is prepared to table a snapshot of key Development Assessment (DA) statistics.

RECOMMENDATION

That Council receives and notes the Development Assessment report.

REPORT

The following key Development Assessment (DA) statistics are provided:

Development Applications and Class 1 Appeals

Development Applications (DAs) Outstanding/Received/Completed

Outstanding — 29 February 2024 306 DAs

DAs Received — February 2024 178 DAs

DAs Completed — February 2024 206 DAs

Class 1 Appeals (February 2024)

Outstanding — 29 February 2024 39 Appeals

Lodged — Deemed Refusal / Against Council’s Determination 2 Appeals / 1 Appeals
Appeals Upheld — s34 Agreement / Hearing 0 Appeals / 0 Appeals
Appeals Dismissed 0 Appeals

Appeals Terminated 0 Appeals

Appeals Withdrawn 0 Appeals
Development Application (DA) Approval Statistics (February 2024)

DAs Approved 67 DAs

Total Capital Investment Value (CIV) ($) $39.4M CIV

New Lots Approved 39 Lots

New Homes Approved 154 Homes

DA Fees Released from Trust ($) $219k Fees

Contribution Fees Raised ($)

$1.9M Contributions
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INFRASTRUCTURE AND PLANNING COMMITTEE REPORT

PANs Received, Returned & Average Timeframes (February 2024)

PANs Received 179 PANs
PANs Returned 110 PANs
Average Timeframe - PAN to Lodgement 14 Days

Average Determination Timeframe
Average Determination Timeframe — For Current Financial Year | 255 Days
Average Determination Timeframe — For February 2024 181 Days

Development Assessment (DA) Team Vacancy (Technical Officers Only)

Position Positions | Vacancy

Principal Planner 1 0
Senior DA Planners 9 2 (Under Recruitment)
Senior Planning Advisory Officers | 3 2 (Under Recruitment)
DA Planners 14 1 (Under Recruitment)
Student Planners 4 1 (Under Recruitment)
Duty Officers 2 0

FINANCIAL IMPLICATIONS

There are no financial implications relating to this recommendation.

CONSIDERATIONS
Economic There are no economic and financial considerations.
Environment There are no environmental and sustainability considerations.
Social There are no social and cultural considerations.

Undertake communication practices with the community and

o _ stakeholders across a range of media.
Civic Leadership o _ _ _ o
Provide information about Council’'s services, roles and decision

making processes.

Legislative There are no legislative considerations relating to this report.
Risk There is no risk associated with this report.
ATTACHMENTS

Nil
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Enterprise Risk Management Policy and Risk

ITEM 02

Appetite Statement

o _ Leading through Collaboration
Strategic Direction _ o ]
Strive for best practice in all Council processes

File Ref 045614.2024
Report By George Hampouris - Head of Audit, Risk and Improvement
Approved By Michelle Mcilvenny - Director Customer & Business Performance

EXECUTIVE SUMMARY

Council’s Enterprise Risk Management (ERM) Policy has been revised in conjunction with the
development of a Risk Management Strategy to support it. These have been developed to
provide a clearer framework and roadmap in relation to ERM. The draft ERM Policy is therefore
submitted to Council for adoption. Both the Policy and the Strategy have been endorsed by
the Audit Risk and Improvement Committee.

RECOMMENDATION

That Council:

1. Endorses the Enterprise Risk Management Policy being tabled at the 27 March
Council for approval;

2. Adopts the Risk Appetite Statement.

REPORT

The revised Enterprise Risk Management (ERM) Policy (At-1) communicates Liverpool City
Council’'s commitment to maintaining a robust and effective risk management framework to
help promote a positive risk culture and proactively manage enterprise wide risks to support
the achievement of Council’s strategic and operational objectives. The Policy highlights the
core components of the ERM framework in place and provides an outline of responsibilities.

For visibility of changes made to the ERM Policy compared to the previous iteration (which
was approved by Council on the 27 March 2019), a tracked changes version can be found in
At-2.
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The ERM Strategy (At-3) has been developed to assist with the development of Council’s risk
maturity, providing a constructive and accessible reference for managing risks and detailing
LCC risk tables and statements including the Risk Appetite Statement. The Strategy is a living
document and will be updated from time to time as the risk profile and strategic priorities
evolve. The Audit, Risk and Improvement team will monitor the success of risk initiatives and
Council’s risk culture and make recommendations pertaining to the re-alignment of Council’s
approach towards risk as required. As part of good governance, any change to the Strategy
will be tabled to the Audit, Risk and Improvement Committee for endorsement.

Risk Appetite Statement (RAS)

The purpose of the RAS (Refer to Appendix B within At-3) is to establish some broad
parameters around the amount and type of risk that Liverpool City Council is willing to take to
meet its strategic and operational objectives. It provides guidance for management and
elected representatives on how to approach the management and treatment of risks that are
inherent in undertaking Council activities. The parameters of risk tolerance are not exhaustive
and aim to guide management when making decisions. The risk appetite levels against each
consequence category have been rationalised with the Executive team and are provided as a
reference point to determine which of Council risks requires further risk mitigation through risk
treatment plans.

CONSIDERATIONS
Economic There are no economic and financial considerations.
Environment There are no environmental and sustainability considerations.
Social There are no social and cultural considerations.
Civic Leadership Provide information about Council’s services, roles, and decision-
making processes.
Operate a well-developed governance system that demonstrates
accountability, transparency, and ethical conduct.
Legislative Local Government Act 1993, sections 428A and 428B
Local Government (General) Regulation 2021, Section 216
ATTACHMENTS

1. Liverpool Council ERM Policy
2. ERM Policy- changes tracked
3. Liverpool Council ERM Strategy- including Risk Appetite Statement
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 1 Liverpool Council ERM Policy

LIVERPOOL
CITY
COUNCILs

ENTERPRISE RISK MANAGEMENT POLICY

Adopted: XXXX

TRIM: XX
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 1 Liverpool Council ERM Policy

ENTERPRISE RISK MANAGEMENT POLICY

Contents

ENTERPRISE RISK MANAGEMENT POLICY ...t
o PURPOSE ...t e e et e e e e e e
2. OBUIECTIVES ... ittt e e e e e e e e e e e e e s e e e e e s e e e e eneee e e s
3. LEGISLATIVE REQUIREMENTS AND APPLICABLE STANDARDS ........ccoviiiiiiiiiiee e
4. DEFINITIONS ...ttt e e e e e ettt e e e et e et e e et e et e e st et e e e s et e e e s eeeeens
5. POLICY STATEMENT ... e e aees
6. ERM FRAMEWORK ... ..ottt st

7. ACCOUNTABILITIES AND RESPONSIBILITIES FOR MANAGING RISK.........coociiiiiiiiiiiiis

Page 2
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 1 Liverpool Council ERM Policy

ENTERPRISE RISK MANAGEMENT POLICY

1. PURPOSE

The purpose of this Policy is to communicate Liverpool City Council’s commitment to maintaining
a robust and effective risk management framework to help promote a positive risk culture and
proactively manage risks to support the achievement of Council’s strategic and operational
objectives. This Policy highlights the core components of the Enterprise Risk Management
Framework (ERMF) in place and the responsibilities of Council officials.

By properly understanding and managing risk within the boundaries of our risk appetite, we can
provide greater certainty and security to our community and other stakeholders. Effective
enterprise-wide risk management will enable us to deliver on our commitments and ensure we
make risk based decisions on how we can develop, implement and manage our services and
assets and facilitate continuous improvement.

2, OBJECTIVES

Council is committed to the formal, systematic and proactive management of risks. This
strengthens the capacity and capability to effectively deliver services to the community by
minimising the impact of uncertainty whilst supporting the pursuit of opportunity

This policy is applicable to Council and all of its services, operations, systems and people.
Council is committed to;

= Developing, implementing and maintaining a comprehensive and mature ERMF;

= Establishing Council’s appetite for risk with respect to strategic objectives and day-
to-day decisions;

= Ensuring the process of identifying and managing risk is in accordance with 1ISO
31000:2018 Risk Management- Guidelines;

= Establishing and implementing an ERM strategy to facilitate and support Council’s
vision for ERM,;

» Ensuring the Executive Leadership Team (ELT) and Audit, Risk and Improvement
Committee (ARIC) have ongoing risk oversight;

» Providing ongoing communication and training to staff on their accountabilities and
responsibilities with respect to risk management; and

» Ensuring managers and staff are committed to managing risks and conducting risk
assessments across all levels of risk (strategic, operational and compliance) in
accordance with the ERMF.

3. LEGISLATIVE REQUIREMENTS AND APPLICABLE STANDARDS

Australian Standard: AS/NZS ISO 31000:2018
Local Government Act 1993

4. DEFINITIONS

Page 3
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 1 Liverpool Council ERM Policy

ENTERPRISE RISK MANAGEMENT POLICY

Term Meaning

Risk Effect of uncertainty on objectives. Effect is a deviation from the
expected and may be positive and/or negative

Risk Management The coordinated activities to direct and control an organization
with regard to risk.

Enterprise Risk The set of components that provide the foundations and

Management organisational arrangements for designing, implementing,

Framework monitoring, reviewing and continually improving risk
management throughout the organisation.

Risk Management Systematic application of management policies, procedures

Process and practices to the activities of communicating, consulting,

establishing the context, and identifying, analysing,
evaluating, treating, monitoring and reviewing risk.

Control An existing Council process, policy, procedure or activity that
minimises negative risk impacts and enhances positive risk
opportunities.

Risk Treatment A process to modify the risk by removing the risk source

and/or changing the likelihood or consequence

5. POLICY STATEMENT

Liverpool City Council will adopt a structured ERMF which will ensure a standard approach to
the identification and management of risk across Council.

Council is committed to the principles, framework and process of managing risk as outlined in
ISO 31000:2018 Risk Management Guidelines and commits to fully integrating risk management
within the Council and applying it to decision-making, functions, services and activities of the
Council in accordance with our statutory requirements.

It is expected that risks will be identified and managed prior to the risk impacting Council’s
objectives by using Risk Registers.

Council's aim is to ensure risk management is embedded in day-to-day operations by

incorporating the principles of the ERMF into policies and procedures. Our approach to risk
management will include regular review, measurement, reporting and open communication.

Page 4
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 1 Liverpool Council ERM Policy

ENTERPRISE RISK MANAGEMENT POLICY

6. ERM FRAMEWORK

Liverpool Council's ERMF aims to support the achievement of organisational objectives and
considers all types of strategic and operational risks.

The ERMF provides the framework and organisational arrangements for designing,
implementing, monitoring, reviewing and continually improving risk management. It consists
of:

= Enterprise Risk Management Policy (this Policy) to clearly communicates Council’s
intent and commitment and its broad risk framework;

= Risk Appetite Statement to help guide management and risk owners in respect to
the parameters of acceptable risk taking and tolerances;

= Enterprise Risk Management Strategy to describe the mechanisms for
implementing, resourcing, communicating and improving risk management as well
as measuring and reporting risk management performance;

= Annual Risk Management Plan which aligns to the ERMF and provides detail of the
program of risk management activites; and

= Risk Assessments and Reporting instruments applicable to all functions across
Council.

7. ACCOUNTABILITIES AND RESPONSIBILITIES FOR MANAGING RISK

Position Responsibility

Councillors are responsible for setting the foundational
elements of council’s risk management framework and setting
the ‘tone at the top’. This includes:

Councillors

e endorsing Council’s enterprise risk management approach.

eadopting Council's ERM Policy, ERM Strategy and Risk
Appetite Statement and ensure decision-making processes are
aligned.

econsider risk implications in its decision-making to ensure
alignment with Council’s risk appetite.

Page 5
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 1 Liverpool Council ERM Policy

ENTERPRISE RISK MANAGEMENT POLICY

Provides risk management leadership and is ultimately
responsible and accountable for risk management. Supports
and drives the implementation of risk management throughout
Council.

e Creating a control environment that promotes prudent risk
management practices with effective internal controls

eEnsure all key risks are identified within the Directorates and
have appropriate treatment plans in place where they are rated
higher than Council's risk appetite.

As a member of the ELT, manage strategic risks facing Council
and embed this Policy and related ERMF processes into their
areas of responsibility. Oversee and sign off on the
implementation and/or existence of controls to mitigate
Council’s key risks.

The Audit, Risk & Improvement Committee is responsible for
independently reviewing and providing advice to Council in
relation to risk management. To ensure Council is effectively
managing its risk and complying with its statutory obligations,
Council’'s ARIC is responsible for reviewing the Council’s:

e ERMF

¢ risk management strategies for major projects or undertakings
¢ control environment and insurance arrangements

¢ business continuity planning arrangements, and

o fraud and corruption prevention framework and activities

e The Head of ARIC has overall responsibility for leading the risk
management function which is responsible for facilitating
and/or undertaking the activities required to implement
council's ERMF

e provide specialist risk management skills and knowledge

Along with the Directors may be the ‘risk owners’ and thus
accountable for implementing and maintaining sound risk
management practices in their day-to-day activities within their
sphere of accountability and authority. Managers help identify,
evaluate and manage risks, escalate incidents/issues to
Executive and ensure staff are aware of and adhere to the
policy and enterprise risk management framework.

Page 6
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Enterprise Risk Management Policy and Risk Appetite Statement

Liverpool Council ERM Policy

ENTERPRISE RISK MANAGEMENT POLICY

Staff

All staff are responsible for identifying risk within their work
areas in a timely manner

AUTHORISED BY

Council Resolution

EFFECTIVE FROM

DIRECTORATE/ UNIT RESPONSIBLE
Office of the Chief Executive Officer (Internal Audit)

REVIEW DATE
VERSIONS
Version Amended by Date Changes made TRIM Number
1 Adopted by Council 16 December Not applicable 117975.2014
2014
2 Adopted by Council 28 June 2017 Merging of ERM 103446.2017
Strategy and ERM
Policy
3 Adopted by Council | 27 March 2019 | Streaming policy to 351446.2018
focus on framework,
objectives and
roles/responsibilities
4

THIS POLICY HAS DEVELOPED AFTER CONSULTATION WITH
Audit Risk and Improvement Committee
Executive Leadership Team
City Corporate Services (Governance, Legal Services and Procurement)

REFERENCES
Australian Standard AS/NZS 1SO 31000:2018 Risk Management
Liverpool City Council: Audit, Risk and Improvement Committee Charter
Liverpool City Council: Fraud and Corruption Prevention Policy
Liverpool City Council: Internal Audit Charter

Liverpool City Council: Work Health and Safety Policy

Liverpool City Council: Business Continuity Plan

Page 7
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

LIVERPOOL
CITY
COUNCILs

ENTERPRISE RISK MANAGEMENT POLICY

Adopted: Xo4{February-2019X XXX

TRIM: XX351446.2018
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

1. PURPOSE

The purpose of this Policy is to communicate Liverpool City Council’s commitment to maintaining
a robust and effective risk management framework to help promote a positive risk culture and
proactively manage enterprise-wide risks to support the achievement of Council’s strategic and
operational objectives. This Policy highlights the core components of the enterprise—risk
management—frameworkEnterprise Risk Management Framework (ERMF) in place and the
responsibilities of Council SOfficialsofficials.

By properly understanding and managing risk within the boundaries of our risk appetite, we can
| provide greater certainty and security to our Cemmunitycommunity and other stakeholders.
Effective enterprise-wide risk management will enable us to deliver on our commitments and
| ensure we make eenfidentrisk based decisions on how we can develop, implement and manage
our services and assets and facilitate continuous improvement.

2. OBJECTIVES

Council is committed to the formal, systematic and proactive management of risks. This
strengthens_the capacity and capability to effectively deliver services to the community by

minimising the impact of adversity—and—lessuncertainty whilst supporting the pursuit of
opportunity

This policy is applicable to Council and all of its services, operations, systems and people.
Council is committed to;

= Developing, implementing and maintaining a comprehensive and mature ERM
FrameworkERMEF;

= Establishing Council’s appetite for risk with respect to strategic objectives and day
-to--day decisions;

Page 3
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Enterprise Risk Management Policy and Risk Appetite Statement
ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

Ensuring the process of identificationidentifying and managing risk is in
accordance with ISO 31000:2018 Risk Management.- Guidelines;

Establishing and implementing an ERM strategy to facilitate and support Council’s
vision for ERM:;

Ensuring the Executive ManagementLeadership Team (EMTELT) and Audit, Risk
and Improvement Committee (ARIC) have ongoing risk oversight:;

Providing ongoing communication and training to staff on their accountabilities and
responsibilities with respect to risk management-—; and

Ensuring managers and staff are committed to managing risks and conducting risk
assessments across all levels of risk (strategic, operational and compliance) in
accordance with the ERM-FrameworkERME.

3. LEGISLATIVE REQUIREMENTS AND APPLICABLE STANDARDS

Australian Standard: AS/NZS ISO 31000:2018
Local Government Act 1993

4. DEFINITIONS

Term Meaning

Risk Effect of uncertainty on objectives. Effect is a deviation from the
expected and may be positive and/or negative

Risk Management The coordinated activities to direct and control an organization
with regard to risk.

Enterprise Risk The set of components that provide the foundations and

Management organisational arrangements for designing, implementing,

Framework monitoring, reviewing and continually improving risk
management throughout the organisation.

Risk Management Systematic application of management policies, procedures

Process and practices to the activities of communicating, consulting,
establishing the context, and identifying, analysing,
evaluating, treating, monitoring and reviewing risk.

Control An existing Council process, policy, procedure or activity that
minimises negative risk impacts and enhances positive risk
opportunities.

Risk Treatment A propesed-action-that-will-furtherprocess to modify
negativethe risk impacts-er-enhanecepeositiveby removing the
risk eppertunities.source and/or changing the likelihood or
conseguence

Page 4
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

5. POLICY STATEMENT

Liverpool City Council will adopt a structured enterprise—risk-management-framework-ERMF
which will ensure a flexiblestandard approach to the identification and management of all-types

of-risk across Council.

Council is committed to the principles, framework and process of managing risk as outlined in
ISO 31000:2018 Risk Management Guidelines and commits to fully integrating risk management
within the Council and applying it to decision-making, functions, services and activities of the
Council in accordance with our statutory requirements.

It is expected that risks will be identified and managed prior to the risk impacting Council’s

objectives by eompletingrisk-registers-and-otherforms-ofrisk-assessmentsusing Risk Reqgisters.

Council’'s aim is to ensure risk management is embedded in eur—culture—and—day-to-day
operations by incorporating eentrelsthe principles of the ERMF into policies and procedures. Our
approach to risk management will include regular review, measurement, reporting and open
communication.

6. ERM FRAMEWORK
Liverpool Council’s enterprise—risk—management—frameworkERMFE aims to support the

achievement of organisational objectives and considers all types of strategic,—financial;

regulatonyreputationcomphiance and ether-operational risks.

The framework(Appendix-AYERMFE provides the feundationsframework and organisational
arrangements for designing, implementing, monitoring, reviewing and continually improving
risk management. It consists of:

= Enterprise Risk Management Policy (this Policy) to clearly communicates Council’s
intent and commitment and its broad risk framework;

= Risk Appetite Statement to help guide management and risk owners in respect to
the parameters of acceptable risk taking and tolerances;

= Enterprise Risk Management Strategy to previde-aroadmap-ofthe-approach-to
foster-a-positiverisk-aware-culture-and-eutlinedescribe the mechanisms for

implementing, resourcing, communicating and improving risk management as well
as measuring and reporting risk management performance:;

= Annual Risk Management Plan which aligns to the ERM-strategyERMF and
provides a-detail activity-of werks-which-to-achieve-the broaderimprovements

Page 5
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

identified-in-the-strategyprogram of risk management activites; and
= Risk Assessments and Reporting ieluding-risk-registers-which-areinstruments

applicable to all functions across Council.

7. ACCOUNTABILITIES AND RESPONSIBILITIES FOR MANAGING RISK

Position

Responsibility

Provide-oversightCouncillors are responsible for setting the
foundational elements of council’s risk management framework
and setting the ‘tone at the top’. This includes:

eendorsing Council’s enterprise risk management framework

Considerrisks-naH-approach.
eadopting Council's ERM Policy, ERM Strategy and Risk
Appetite Statement and ensure decision--making processes

are aligned.
econsider_risk implications in its decision-making to ensure
alignment with Council’s risk appetite-statement.

Provides risk management leadership and is ultimately
responsible and accountable for risk management. Supports
and drives the implementation of risk management throughout
Council.

eCreating a control _environment that promotes prudent risk
management practices with effective internal controls

e Ensure all key risks are identified within the Directorates and
have appropriate treatment plans in place where they are rated
higher than Council's risk appetite.

As a teammember of the ELT, manage strategic risks facing
Council and embed this petieyPolicy and related risk
frameweorkERMFE processes into their areas of responsibility.
Oversee and sign off on the implementation and/or existence of
controls to mitigate Council’s key risks.

Page 6
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Enterprise Risk Management Policy and Risk Appetite Statement
ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

e ERMF

ConsiderThe Audit, Risk & Improvement Committee is
responsible for independently reviewing and providing advice to
Council in relation to risk management. To ensure Council is
effectively managing its risk and complying with its statutory
obligations, Council’'s ARIC is responsible for reviewing the risk

profileCouncil’s:

e _risk management strategies for major projects or undertakings

e control environment and insurance arrangements;—review-and

; .
e business continuity planning arrangements, and
e fraud and corruption prevention framework and meniterthe level

de%mpedﬂappmpna{&eemmﬂga{ensk&actlvmes

o RespensibleThe Head of ARIC has overall responsibility for
mamtamng eadlng th nsk management eapa@hﬂes—appmpnate

mmntmn{anunctlon which is responS|bIe for faC|I|tat|nq and

continually—improving/or undertaking the activities required tg

implement council’'s ERMF
e provide specialist risk management framework—Provide-internal

leadership,documentation, systems.tools; training, suppertskills and

expertadvice-onrisk-management-matters-knowledge

Along with the Directors aremay be the ‘risk owners’ and_thus
accountable for implementing and maintaining sound risk
management practices in their day-to-day activities within their
sphere of accountability and authority. Managers help identify,
evaluate and manage risks, escalate incidents/issues to
Executive and ensure staff are aware of and adhere to the
policy and enterprise risk management framework.

Page 7
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

inatimely-mannerAll staff are responsible for identifying risk
within their work areas in a timely manner

AUTHORISED BY

Council Resolution

| EFFECTIVE FROM
HAXHKHKHX2049

DIRECTORATE/ UNIT RESPONSIBLE
Office of the Chief Executive Officer (Internal Audit)

REVIEW DATE
e
VERSIONS
Version Amended by Date Changes made TRIM Number
1 Adopted by 16 December Not applicable 117975.2014
Council 2014
2 Adopted by 28 June 2017 Merging of ERM 103446.2017
Council Strategy and ERM
Policy
‘ 3 Adopted by XXHHXK27 | Streaming policy to 351446.2018
Council March 2019 | focus on framework,
objectives and
‘ roles/responsibilities
4

THIS POLICY HAS DEVELOPED AFTER CONSULTATION WITH
Audit Risk and Improvement Committee

‘ Executive Leadership Team
City Corporate Services (Governance, Legal Services and Procurement)

REFERENCES

Australian Standard AS/NZS 1SO 31000:2018 Risk Management
Liverpool City Council: Audit, Risk and Improvement Committee Charter
Liverpool City Council: Fraud and Corruption Prevention Policy
Liverpool City Council: Internal Audit Charter

Liverpool City Council: Work Health and Safety Policy

Liverpool City Council: Business Continuity Plan

Page 8
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 2 ERM Policy- changes tracked

ENTERPRISE RISK MANAGEMENT POLICY

EMT ARIC

Page 9
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ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 3 Liverpool Council ERM Strategy- including Risk Appetite Statement

LIVERPOOL
CITY
COUNCILs

ENTERPRISE RISK
MANAGEMENT STRATEGY

Adopted: XXXX
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Enterprise Risk Management Policy and Risk Appetite Statement
Liverpool Council ERM Strategy- including Risk Appetite Statement

ENTERPRISE RISK MANAGEMENT STRATEGY
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Council Resolution

EFFECTIVE FROM
X October 2023

REVIEW DATE
The RMS must be reviewed every two years or more frequently depending on material
changes to council’s strategy or operations.

VERSIONS
The current and previous versions of the policy should be set out in the following table.
. TRIM
Version Amended by Changes made Date Number

THIS POLICY HAS BEEN DEVELOPED IN CONSULTATION WITH

members of Council staff, management, Councillors, Audit, Risk & Improvement
Committee. You should consult with the Governance Coordinator before the policy is
considered by the Chief Executive Officer or the elected Council.
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1. Executive Summary
1.1 Introduction

Liverpool City Council acknowledges that risks are inherent in every business decision. The
identification and management of opportunities are equally critical to ensure the business is
continuously robust and sustainable across all key outcome areas.

Like all local government bodies, Liverpool City Council is facing increasing demands to
manage its governance, environmental, economic and social responsibilities. The effective
and innovative management of risks and opportunities at all levels of the enterprise positively
impacts these responsibilities.

Council understands that large, unmitigated risks can adversely impact its stakeholders and
its ability to achieve strategic and operational objectives. Accordingly, Council is committed
to the systematic and proactive and enterprise-wide approach to managing risks.

All Council staff and Councillors have a responsibility to be actively involved in managing risk.
To meet these responsibilities, Council is committed to providing an appropriate framework,
resources and support that will be regularly reviewed and enhanced in line with continuous
improvement and sustainability principles. Under local government legislation, the Chief
Executive Officer is responsible for the delegation of accountabilities to provide that support.
Risk management accountabilities are set out in this document.

Risk is defined as the effect of uncertainty on objectives that arises due to the unpredictability
of the future. Effective Enterprise Risk Management (ERM) ensures that an organisation can
be confident to undertake activities in the knowledge that appropriate and adequate
measures are in place to minimise the negative or unanticipated effects of risks as well as
maximise the opportunities.

The ERM Strategy is a key component of the successful delivery of priorities identified
through the Integrated Planning and Reporting Framework (IP&R). The ERM Strategy
supports Plans pertaining to IP&R by providing a methodology that tests assumptions and
ensures that the Council is better able to manage risks, sustain business continuity and obtain
better value for money in the delivery of services to the community.

1.2 Purpose

The purpose of this ERM Strategy is to ensure a consistent approach for proactively
identifying, analysing, evaluating, treating, reporting and escalating risks. This document will
help Risk Owners develop and maintain their risk register in a manner that is consistent with
Council’'s ERM framework.

Council’s risk management strategies are set based on its business objectives (contained
in key IP&R documents such as the Community Strategic Plan, the Delivery Program, the
Operational Plan and the Resourcing Strategy). These risk strategies include:

e an overarching ERM framework and related risk procedures that are customised and
proportionate based on Council’s risk appetite, business nature and strategies.

e implementing and carrying out ERM in a structured and comprehensive approach
which is fully endorsed by Executive Leadership Team and by staff across all

4
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departments and business units. This also includes ensuring the adequacy of
resources and skill to manage risks.

¢ embedding risk management as an integral part of all activities carried out in Council
based on a balanced risk-reward relationship which has considered cost-benefit
trade-offs.

e enabling a risk management methodology which anticipates, detects, acknowledges
and responds actively to changes; internally and externally.

¢ defining a risk-aware culture as human and cultural factors influence all aspects of
risk management.

1.3 Objectives

The key objective of the ERM framework is to create and protect value by:
¢ enabling Council to achieve an optimised risk-reward relationship through informed
considerations, risk-based decisions and balance between costs and benefits of
risk mitigations.
e outlining the responsibilities of Council staff and contractors, consultants and
volunteers in relation to risk management.

The application of ERM thinking, principles and practices aims to help Council deliver quality
services, improve decision-making, set priorities for competing demands/ resources,
minimise the impact of adversity and loss, ensure regulatory compliance and support the
achievement of objectives.

A well-designed ERM program ensures that all material risks are owned, and risk-return
trade-offs are carefully evaluated by managers and staff at all levels throughout Council.

1.4 Scope and application

Council's ERM framework shall be applied to all activities of Council. Risk needs to be
considered and addressed by everyone, including elected Council, Executive Leadership
Team, senior managers, staff, contractors and volunteers. Council is committed to promoting
an organisational culture where risk management is embedded in all activities and business
processes.

The application of risk is fundamental but not limited to;

e Strategic planning

e Business planning

¢ Project management

e Policy development

e Strategic decision making

e Operational decision making
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2. Risk Appetite

It is neither practical nor ideal to seek to achieve a completely risk-free environment. It is
important that Council understands its risk-taking parameters and articulates its policies and
procedures accordingly. Risk parameters are generally expressed in terms of risk appetite
and risk tolerance.

Risk appetite is the amount and types of risk that Council is willing to take in pursuit of its
strategic objectives. Risk appetite is a driver of Council’s strategic risk decision-making and
sets the foundation for the ERM framework.

The Risk Appetite Statement sets out Council’s overarching appetite for risk-taking and is
supported by risk tolerances which are more detailed operational risk limits. These risk limits
are closely linked to specific business or/and regulatory requirements and represent a more
detailed explanation of Councils risk appetite.

Council’s risk appetite may vary depending on the importance and complexity of each
objective that Council is pursuing in accordance with the decisions of Council and the
particular strategies in place to achieve those objectives which should be related to its current
Community Strategic Plan, Operational Plan and Delivery Program.

In consultation with the Chief Executive Officer, the elected Council adopts the Risk Appetite
Statement and ensures that decisions made are aligned with the set risk appetite.

Council acknowledges that there is a certain level of inherent risk in its activities and
acknowledges that accepting a certain level of risk helps Council to develop and improve in
terms of meeting its strategic objectives. However, in accepting such risks, Council must
consider its current financial and staffing capacity, stakeholders and the potential impacts on
Council’s longer term financial, environmental and social sustainability.

Council’s Risk Appetite Statement is a commercial and confidential document for internal use
only to help guide Council staff in respect to the parameters of acceptable risk taking and
tolerances. The acceptable level of risk and tolerances will vary depending on each risk
category. For Council’s Risk Appetite Statement please see Appendix B.

The Risk Appetite Statement and any attached risk limits are reviewed on a regular basis as
Council’s risk profile changes over time due to:

e changes of Council's management, organisational structure, and/or business
objectives.

¢ Council’s changing vulnerability to certain types of risks.

e new and emerging risks that are significant to Councils existing risk exposure and
risk profile.

e Council’s increasing sophistication of risk management skills and level of risk
management maturity.

Executive Leadership Team reviews risk appetite levels and reflects on whether decision-
making behaviour is risk-based and has been aligned with risk appetite.
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As a general principle, once the risk appetite threshold / risk limit has been breached /
exceeded, risk treatment plans are required to bring the overall exposure back within the
risk appetite. In principle, risk appetite should be taken into consideration during decision-
making, operational and integrated planning and reporting processes.

3. Risk Governance

3.1 Three lines model

The risk management governance structure is facilitated through a ‘three lines model’ which
is considered best practice from a corporate governance perspective.

GOVERNING BODY
Accountability to stakeholders for organizational oversight

Governing body roles: integrity, leadership, and transparency

MANAGEMENT INTERNAL AUDIT
Actions (including managing risk) to Independent assurance
achieve organizational objectives
First line roles: Second line roles: Third line roles:
Provision of Expertise, support, Independent and
products/services monitoring and objective assurance
to clients; challenge on and advice on all
managing risk risk-related matters matters related to
the achievement
of objectives
KEY: | Accountability, reporting i Delegation, direction, | Alignment, communication
: resources, oversight coordination, collaboration

The risk owners, Business Unit Managers and Responsible Officers, form the first line.
They have the primary responsibility for risk management, as accountability and ownership
should be as close as possible to the daily activities that either create risks or enforce risk
control measures. This entails day-to-day risk management, in accordance with Council’s
risk appetite, risk management procedures and controls.

The second line provides risk oversight, guidance, and advice in Council. The key enabler
is the Risk Team, which supports and reports to the Chief Executive Officer and the Audit
Risk and Improvement Committee (ARIC). This ensures accountability and allocation of
responsibilities at all levels across Council.

The third line are internal audit which provides independent advice and assurance to the
Executive Management (including ARIC), regarding the effectiveness of the risk
management framework and related activities.
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3.2 Roles and Responsibilities

An effective risk management framework is led by a committed and accountable governing
body and executive. The commitment to managing risk starts at the top. Council has defined
the responsibilities for the governing body (Elected Representatives), executive and staff and
these are incorporated in position descriptions.

Position

Responsibility

Councillors are responsible for setting the foundational elements of
council’s risk management framework and the ‘tone at the top’. This
includes:

e providing oversight of Council’s enterprise risk management.

esetting the strategic context for risk management across the
organisation, representing Council’s objectives and the interests of
current and future residents in the local government area.

¢ delegating risk management to the CEO.

eadopt Council's ERM Policy, ERM Strategy and Risk Appetite
Statement and ensure decision-making processes are aligned.

e consider risk implications in all decision making to ensure alignment
with Council’s risk appetite.

Provides risk management leadership and is ultimately responsible
and accountable for risk management. Supports and drives the
implementation of risk management throughout Council.

This includes:

e overseeing the council’'s ERM framework and ensuring it is effectively
communicated, implemented and reviewed regularly

e approving the council's ERM policy, plans and risk reports (where
applicable)

e promoting and championing a positive risk culture

eassigning authority and accountability for risk management at
appropriate levels and to appropriate staff in the council, and ensuring
they are held accountable for these responsibilities

eannually attesting that council’'s risk management framework
complies with statutory requirements, and

eapproving the council's implementation of corrective actions
recommended by the council’s internal audit function, external audit
and ARIC.

Collectively the ELT are responsible for supporting the CEO in
managing risk and instilling a positive risk culture. The ELT manage
strategic risks facing Council and embed the ERM framework into
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Responsibility

their areas of responsibility. Oversee and review the implementation
and/or existence of controls to mitigate Council’s key risks

Risk management is a core responsibility for all senior management.
In addition to their responsibilities as risk owners, senior management
are responsible for:

eensuring all staff manage their risks within their own work areas.
Risks should be anticipated, and reasonable protective measures
taken

e encouraging openness and honesty in the reporting and escalation
of risks

e ensuring all staff have the appropriate capability to perform their risk
management roles

ereporting to the CEO on the status of any risks outside risk appetite,
and

eidentifying and communicating improvements in Council’'s risk
management practices to Audit, Risk & Improvement Team.

Along with the Directors are the ‘risk owners’ and accountable for
implementing and maintaining sound risk management practices in
their day-to-day activities within their sphere of accountability and
authority. Managers help identify, evaluate and manage risks, escalate
incidents/issues to Executive and ensure staff are aware of and adhere
to the policy and enterprise risk management framework.

All staff are responsible for identifying and managing risk within their

work areas. Key responsibilities include:

ebeing familiar with, and understanding, the principles of risk
management

e complying with all policies, procedures and practices relating to risk
management (including reporting incidents)

e alerting management to risks that exist within their area,

¢ alerting management to any incidents that occur within their area, and

e performing any risk management activities assigned to them as part
of their daily role.

The Head of Audit, Risk & Improvement has overall responsibility for
leading the risk management function which is responsible for the day-
to-day activities required to implement the council’'s ERM framework
and provide specialist risk management skills and knowledge. The
responsibilities of the risk management function include:
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Responsibility

e supporting the CEO by coordinating and providing clear and concise
risk information, advice and/or reports that can be used in planning
and decision-making

¢ coordinating the various activities relating to risk management within
the council

ehelping to build a risk management culture within the council,
including facilitating and driving risk management at the strategic and
operational level within the council and ensuring consistency in
practice

e ensuring there are easily accessible systems and processes in place
to enable all staff to conveniently undertake risk management in their
day-to-day work

e ensuring risk management processes are applied consistently across
the council

eorganising appropriate staff risk management training and
development

sdeveloping and maintaining a risk reporting framework to enable
regular advising/reporting of key risks, and the management of those
risks, to the general manager or their delegate

e supporting council staff with their risk management obligations and
providing staff with advice and tools to ensure risk management
compliance

eimplementing  effective risk management communication
mechanisms and information system/s

e establishing and maintaining an ongoing monitoring system to track
the risk management activities undertaken within council and
assessing the need for further action

e assessing risk management information for completeness, accuracy
and consistency (for example, risk registers, risk treatment plans),
and

e preparing advice or reports for the ARIC and attending committee
meetings (where requested).

Responsible for the day-to-day provision of advice, training and
assistance to management and staff in all risk management matters,
and the administration of Council’s risk management activities.

Responsible for coordinating or conducting internal audit activities
which includes providing independent advice on the effectiveness of
the council’'s risk management framework, the management of
specific risks and operation of controls.

10
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Responsibility

The Audit, Risk & Improvement Committee is responsible for
independently reviewing and providing advice to Council in relation to
risk management. To ensure Council is effectively managing its risk and
complying with its statutory obligations, Council’'s ARIC is responsible]
for reviewing the Council’s:

The ARIC is required to advise the CEO and governing body:

risk management processes and procedures

risk management strategies for major projects or undertakings
control environment and insurance arrangements

business continuity planning arrangements, and

fraud and corruption control plan.

whether the council is providing the resources necessary to
successfully implement its risk management framework

if the council has in place a current and appropriate risk management
framework that is consistent with the Australian risk management
standard

whether the council’s risk management framework is adequate and
effective for identifying and managing the risks the council faces,
including those associated individual projects, programs and other
activities

if risk management is integrated across all levels of the council and
across all processes, operations, services, decision-making,
functions and reporting

of the adequacy of risk reports and documentation, for example, the
council’s risk register and risk profile

whether a sound approach has been followed in developing risk
management plans

whether appropriate policies and procedures are in place for the
management and exercise of delegations

if council has taken steps to embed a culture that is committed to
ethical and lawful behaviour

if there is a positive risk culture within the council and strong
leadership that supports effective risk management

of the adequacy of staff training and induction in risk management
how the council’s risk management approach impacts on the
council’s insurance arrangements

of the effectiveness of council’'s management of its assets, and

of the effectiveness of business continuity arrangements, including
business continuity plans, disaster recovery plans and the periodic
testing of these plans.

11
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4. Risk Culture

Risk culture is a term describing the values, beliefs, knowledge, attitudes and understanding
about risk shared by a group of people.

An effective risk culture is one that enables and rewards individuals and groups for
behaviours and actions that are in line with policies and procedures and for taking the right
risks in an informed manner. Managing risk is fundamental to meeting strategic, business &
service objectives.

Liverpool City Council is working to continually embed a risk conscious culture where every
decision takes account of risk and opportunity so that the decision solution addresses those
risks. The benefits of a risk aware culture, risk management thinking and managing risks
Council-wide include:

e increased likelihood of achieving objectives;

e better decision-making and planning;

¢ better identification of opportunities and threats;

e pro-active rather than re-active management;

o more effective allocation and use of Council resources (human, financial, intellectual);
¢ improved stakeholder confidence and trust;

e improved internal control environment;

e better corporate governance

¢ Improved Council’s reputation with the provision of a competitive edge

e commitment to and practical risk management across the organisation

e enhanced compliance and sustainability in the complex LG legislative environment

It is incumbent on all managers to continually improve their understanding of risk
management so that it becomes embedded in all decision making.

A good risk culture can be achieved by Executive Leadership Team championing risk
management and leading by example.

ERM must be integrated into the culture of the organisation, and this will include mandate,
leadership, and commitment from Executive Management. It must translate risk strategies
into tactical and operational objectives and assign risk management responsibilities
throughout the organisation.

In Council, having the right risk culture and people with the right values and attitudes are
fundamental to the success of risk management program. All staff are provided with
necessary training and development in risk management.

Council develops a risk-aware culture that embeds prudent risk-taking in decision-making
and business processes. This requires the development of the right behaviours and skill sets
necessary to identify and respond to risks.

Everyone has a role to play in risk management regardless of seniority within the
organisation. Council’s risk culture is underpinned by its values, organisational culture, and
practices that include:

12
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Our Vision: Aspiring to do great things — for ourselves, our community and our
growing city.

Ambitious Authentic Collaborative  Courageous | Decisive Generous

means we unlock means we can be means we work means we ask hard means wo are means we take the
our true potential ourselves at work and together on common questions, take confident in our time to share our
by being innovative, We treat others with goals and challenges, | calculated risks, own | abilities and knowledge, skills
sotting, and delivering  kindness and respect share ideas and up to mistakes and empowered to make and resources with
on, bold targets and seok input from our constructively resolve timely and informed each other and the
learning new skills stakeholdars challenges we face. choices. We back community.

ourselves and each

othar.

The “tone at the top” set by the Executive Leadership Team through Council-wide messages
and the decision-making process is a critical element in building an effective risk-aware
culture to ensure continuous growth and financial sustainability.

This requires Council obtaining and maintaining staff who possess the right skill sets and
competency in carrying out its duty and fulfilling high service standard. From a risk
perspective, Council also acknowledges and rewards behaviour that adds significant value
to risk management.

13
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5. Risk Categories

Understanding both the internal and external contexts in which the Council seeks to achieve its
objectives is important in ensuring that the objectives and concerns of stakeholders are considered
and that the risk management approach adopted is appropriate to the circumstances and the
organisation. Council’s risks can be classified into 4 risk categories including Strategic, Operational,
Compliance and Project risks.

Risks under the four categories can be interrelated and/or lead to a range of potential
consequences on Council’s objectives including financial, environmental, reputational, compliance
& legal, people & safety and service delivery.

Risk context is a dynamic concept and can be ever developing based on external environment and
internal practice. It is also difficult to clearly separate external and internal contexts as they are
inter-related and can potentially evolve into each other.

Council’s Risk Categories and an lllustration of their Risk Context

Risk categories

Internal stakeholderrelationships

« Economicconditions E Vislion, Mission & Values
i + Culture
- Ratepayerissues
& iti iti . = * Governancestructure
o zc:l:t:,ctil ;?::::-Ir;snity St rateglc RISk + Organisation structure
= Availablefunding + Strategies, policies and systems

Externalstakeholderrelationships
Climate Change

Departmentand BU budget

Data and system

Resource and skills

Process and control

Councillor performance and conduct
Staff performance and conduct
Compliance and service standard

Perception of ratepayers
Reputation
Regulatory requirements Operational R|5k
Technological breakthroughs
Climate change

Reputation

Contractor management
Project feasibility
Project financing
Regulatory requirements
Economicconditions

Project budget

Project managementcapability
Contract management

Project managementand
development process

Project Risk

The key challenge is to ensure all value-adding activities within the organisation are evaluated and
all the risks flowing from these activities are adequately defined. Categorising risks helps to
understand how different risks interrelate.

Risk identification occurs within the context of the risk management activity, procedure or process.
The following categories of risk should typically be considered:

5.1 Strategic risks

Strategic risks arise during strategy formulation and strategy implementation or from factors in the
external environment that could impact strategy.

14
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Strategic level risks are often very hard to manage as they involve greater uncertainty, complex
assumptions, complex activities and overall high inherent risk when compared to day-to-day
operational activities. The risks that are associated with strategies may be transient or relatively
short term in nature but often have long lasting consequences. Failure to manage strategic level
risks could have significant negative financial, reputational and operational consequences.

Risk and strategy are closely linked. Whenever there is a change to the strategy, the risks may also
change. In addition, strategic plans will not remain static due to changing priorities, environmental
changes, and government decisions and therefore will need re-assessment regularly.

Council’'s Community Strategic Plan includes a broad statement on how Council manages risk.
Council's annual Operational Plan includes a section on Risk Management that details proposed
risk management activities for the coming year and discusses any key risk management issues. In
particular, the Operational Plan should identify key risks that may impact on objectives as well as
strategies and controls in place (or proposed) to manage those risks.

5.2 Operational risks

Operational risk typically exists within the day-to-day activities and decisions at different levels
across Council. Operational risks are often easier to manage as the risks are often more
predictable, involve less uncertainty and can be adequately controlled through well designed and
executed policies and procedures. High impact, low probability risks can also be mitigated with
appropriate crisis management, business continuity and disaster recovery planning. There are
many different

5.3 Compliance risks

Compliance risks are a type of operational risk relating to meeting compliance obligations.
Compliance obligations are requirements that Council must mandatorily comply with (e.g. EPA
licence conditions, legislative or regulatory requirements and key contractual requirements) as well
as those it voluntarily chooses to comply with (e.g. ISO standards) that Council considers key to its
operations. Compliance risks may require an enterprise-wide strategy and/or management at a
business unit or activity level.

5.4 Project risks

A project is planned work or an activity that is finished over a period and intended to achieve a
particular purpose. Projects can be related to strategic plans, major infrastructure or corporate
change/ transformation activities.

Identifying the inherent risks associated with projects and the level of project activity at Council,
project risks need to be thoroughly considered.

All projects have risks. If the potential risks are not identified and managed early, then the project
is exposed to risk of delays, safety issues, scope creep, cost over-runs and/or result in below quality
outcomes.

The detailed methodology to mange project risks will be developed and will become an Annexure
to this strategy.

6. Risk Management Process
15
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Council will utilise the Australian and New Zealand Risk Management Standard AS/NZS ISO
31000:2018 to manage risks. This is a structured and proactive approach that can be applied
organisation-wide to support management of strategic, compliance and/or operational risks.

The risk management process is the systematic application of management policies, procedures
and practices to the task of communicating, establishing the context, identifying, analysing,
evaluating, treating, monitoring and reviewing risk.

Under this approach, there are six key stages to the risk management process.

. Communicate and consult - with internal and external stakeholders
. Establish scope, context and criteria - the boundaries

. Risk Assessment - identify, analyse and evaluate risks

. Risk treatment — implement and assess controls to address risk

. Monitoring and review — risk reviews and audit

. Record and report- Report for oversight and accountability

OO, WNPE

Council’s risk management approach in accordance to AS/NZS 1SO 31000 Risk Management
Standard can be depicted in the below diagram

Risk management process

Scope, context, criteria

-

v i
S § Risk assessment &
oR o
® S &
::’ - o
28 Risk identification £

o b |
b 5

=
&

Risk analysis

Risk evaluation

[ Risk Treatment |

Recording and reporting

The below chart depicts the relationship between the Annual Risk Management Plan, ERM process
and the organisational context. The structured approach towards risk management is critical that
there is alignment between Council’s strategic direction and the requirement for risk to be identified
and managed in line with the risk management process.

16
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LCC Strategic Direction

A 4

Risk Management Plan

[ A

Continuous improvement- all levels Implementation- all levels

/

Monitor and Review the strategy

6.1 Identify, Analyse and Evaluate

Risk Identification

Risk identification is a process of identifying, recognising and describing risks. It establishes the exposure
of the organisation to risks and uncertainty based on the knowledge of the organisation, the external
environment and an understanding of strategic and operational objectives. This involves thinking through
the sources of risks, the potential hazards and opportunities, the possible causes and the potential exposure
in the respective risk category.

The aim of this step is to generate a comprehensive list of risks based on those events that might create,
enhance, prevent, degrade, accelerate or delay the achievement of objectives.

A risk statement/description containing key risk information should be developed in a consistent format for
every risk identified. Council adopts a threat-driven risk statement format that involves the cause, the event
itself and the potential negative impact of such an event if left unmanaged. To illustrate:

Risk statement (threat): A (cause) leads to a (risk event) that results in (consequences/negative impact).
Example: A reversing garbage truck hits a member of the public resulting in serious injury or death.

It is important to consider the potential causes of a risk as it will help to address the risk - the next stage of
the risk management process.

Another key part of risk identification is classifying the risk by most appropriate and relevant risk categories
and risk themes for tailored analysis and further treatment.

Risk Analysis

Risk analysis involves consideration of the causes and sources of risk, their negative consequences, and
the likelihood that those consequences can occur. The following risk criteria should be used as a guide when
analysing risks.

The consequence assessment is the typical effect or impact of the risk event. Council will utilise the
consequence ratings shown in Appendix D

17



41

ITEM 02 Enterprise Risk Management Policy and Risk Appetite Statement
Attachment 3 Liverpool Council ERM Strategy- including Risk Appetite Statement

The likelihood of occurrence is the probability of an event occurring. When considering the likelihood of a
risk, both the probability and frequency of occurrence needs to be considered. Council will utilise the
likelihood ratings shown in Appendix E.

Inherent risk is the overall risk before the application of any controls. It is determined by combining the
likelihood and consequence ratings. Ultimately, the level of inherent risk will determine how a risk is treated.
The table shown in Appendix C depicts the inherent risk levels that will be used by Council. When rating a
risk, it is important to understand that the assessment should be based on a “typical scenario” rather than a
“worst-case scenario”.

Once the inherent risk has been determined, the current controls (people, systems and processes) that are
in place to mitigate the risk need to be identified and considered.

A control can reduce the likelihood and/or the consequence of a risk. A control can be:

e Preventative — to deter undesired events from occurring
e Detective — to deter and correct undesirable events from happening, or
e Directive — to cause or encourage a desirable event to occur

A control can also be formal or informal:

e Formal or hard controls — e.g., systems, processes, policies and procedures, management approvals
e Informal or soft controls — e.g., employee capability, organisational culture, ethical behaviour of
management and staff

Once current controls are identified, the control’s effectiveness needs to be assessed to determine the
residual risk. To determine control effectiveness, the quality of documented policies and procedures,
adequacy of training, staff turnover, and recent issues needs to be considered.

Residual risk is the level of risk after considering the effectiveness of existing controls. This is determined
by applying the same risk rating table in Appendix C.

Risk Evaluation

Risk evaluation refers to a process of comparing the results of risk analysis against risk criteria / risk appetite
in Appendix B to determine whether the risk or / and its magnitude is acceptable or tolerable. This will lead
to risk decisions whether additional actions are required such as considering risk treatment options,
reviewing risk objectives, undertaking further risk analysis, or/and redesigning controls. Council conducts
ongoing risk and control evaluations based on the initial risk assessment.

The risk assessment result feeds into Council’s risk register that facilitates risk evaluation by comparing the
inherent risk rating (without control measures) against the residual risk rating (after controls implemented)
for a risk. This allows Council to utilise the risk register, not only as a structured way of risk recording, but
also a means of managing risk dynamically; allowing continuous improvement to lower Council’s overall risk
profile through detailed action plans and effective control measures.

Evaluation of existing controls will lead to the identification of risk improvement recommendations. More
specifically, it is a review of the risk assessment and effectiveness of the control measures undertaken when
the controls are in place. This can be triggered when:

e areview is requested by the Audit & Risk Coordinator with a set timeframe.
¢ there is evidence that the control of the risk is no longer active or effective.
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e an incident (whether being actual or near miss) has occurred.

e achange is proposed to work processes, the workplace or the organisation.

e there is a change to acts, regulations, Australian standards or codes of practice.
e aconcern raised by stakeholders in the workplace.

Risk evaluation, similar to risk assessment, can be affected by risk owner’s values, experiences, knowledge
boundaries and level of understanding of the risk. Hence it is important to ensure timely and appropriate
communication and consultation is sought for with relevant stakeholders during the evaluation process.

Where residual risk is evaluated as within risk appetite, no further or immediate action is required other than
simply ensuring the risk assessment has been performed diligently and the risk is continually monitored.

Where residual risk is evaluated as outside risk appetite, further escalation and action is required through
risk treatment. The risk owner must consult on risks outside risk appetite with the proposed risk treatment
plan with the Audit & Risk Coordinator and their Director before escalating to the CEO.

Management decisions should be made to determine whether the proposed risk treatment, including the
time frame for implementation, is acceptable. In some cases, the CEO may determine to accept a High or
Extreme residual risk or risks outside risk appetite without further treatment where the cost of treatment
exceeds the benefit and the objective being pursued is considered critical.

In such cases, the reason for accepting the risk without further treatment must be documented and reported
to Council. Accepting certain risks outside of risk appetite frequently might suggest an understatement of
the risk appetite. Management decisions should be made whether to adjust (i.e., increase) the threshold to
reflect our current appetite.

6.2 Risk Treatment
When considering the most appropriate risk treatment options, risk owners should consider the concept of

“As Low As Reasonably Practicable” (ALARP).

Level

ALARP as illustrated is the point where the level of of Risk
risk is tolerable and cannot be reduced further without
expenditure of resources, time and effort being ;
disproportionate to the benefit gained or where the
solution is impractical to implement.

$, Resources, Effort

The information provided in risk treatment plans
should include:

Cost / Benefit ALARP

o the reasons for selection of treatment options with a cost / benefit analysis

* those who are accountable for approving the plan and those responsible for implementing the plan
e proposed actions

e timing and schedule

When a residual risk is assessed as outside Council's Risk Appetite, a Risk Treatment Plan must be
developed to reduce the level of risk to within risk appetite unless approved by the CEO.

Risk treatment involves selecting one or more options for modifying risks and implementing those options.
Risk treatment options are not necessarily mutually exclusive or appropriate in all circumstances. The
options can include the following:
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e Risk Avoidance
Avoidance of the risk can be achieved by not engaging in the activity generating the risk. Such
risks typically fall outside of risk appetite hence it will be part of the risk strategy not to undertake
such risks and associated business activities.

e Risk Acceptance
Risk acceptance is an informed decision to take a particular risk that is outside of the agreed Risk
Appetite and accept it for an agreed period (max. of 12 months). Decisions to accept certain risks
outside Risk Appetite must be approved by the CEO.

e Risk Transfer
Risk can only be transferred if the party to whom the risk is transferred can sustain the
consequences of the risks and has majority control of the risk involved. Transfer can be by, for
example, entering into a service contract with risk professionals or undertaking an insurance policy
to have the risk managed externally.
Risk transfer will create counterparty risks as a counterparty might become unable or unwilling to
honour its contractual obligation if it is financially distressed or becomes bankrupt. Whilst risk
management can be transferred, the actual risk ownership always remains with Council, hence it is
important to implement relevant controls to ensure initial and ongoing due diligence is conducted
on such counterparties.

¢ Risk Mitigation
Risk mitigation reduces and restricts an organisations exposure by:
o removing the risk source;
o changing the likelihood through controls or
o changing the consequences through controls or other risk mitigation;

Mitigating controls neither guarantee the overall success of the risk management program nor the absence
of resource waste, fraud, and mismanagement, but is a means of managing the risks associated with
Council’s risk management program and operations. Risk mitigation or control development is often the
weakest part of the risk management process.

Risk owners are responsible for ensuring that actions contained in risk treatment plans (RTPs) are
implemented effectively and within agreed timeframes. Action taken is to be recorded in the risk management
system. In addition, Risk Owners are responsible for ensuring that actions contained in RTPs are included in
their business plans and where appropriate Council’'s Operational Plan.

6.3 Risk Implications Statement
Good risk governance requires that risk management be an integral part of making decisions. Therefore,

decision makers need to be satisfied that the risks relating to important decisions are fully considered and
aligned to Council’s risk management framework.

A ‘Risk Implication Statement’ will be included in all council and committee reports that outline a summary
of key risks of decision or adopting or not adopting recommendations. The statements can range from a
simple statement to a more detailed statement supported by a formal risk assessment.

For most reports, where decision stakes are low, a simple Risk Implication Statement should describe:
o the key risks of decisions or adopting or not adopting a recommendation (where foreseeable)
e how the key risks will be managed and monitored
o the residual risk after implementation of controls and
o listing any risks outside the appetite of Council.
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For major decisions, where stakes a higher, a detailed Risk Implication Statement should include:

o Risk register or formal assessment

e |dentification and evaluation of key risks of decision of adopting or not adopting recommendations
(where foreseeable);

e Identification and evaluation of key controls;

e Risk & control owners;

o How the key risks will be monitored; and

e List any risks outside the appetite of Council.

A detailed risk implication statement may be considered “confidential” in accordance with Section 10 of the
local Government Act.

6.4 Incident Management
All Council staff are responsible for reporting and tracing incidents, complaints, issues and near misses in a

way consistent with the appropriate Council policies and procedures. All incidents must be investigated root
cause examined and remediated and risk register updated as appropriate.

6.5 Key Risk Indicators
Risk Owners may record in Council’s risk management system one or more key risk indicators for a risk that

provide an indication as to whether there could be a change in the level of risk or control environment. These
metrics are used to monitor factors that influence potential causes of risk, consequences of risk or the
controls intended to mitigate risk.

6.6 Monitoring & Review
Few risks remain static. Risks will be continuously monitored and reviewed; and the effectiveness of the

controls in place and of the risk treatment plans will be assessed to ensure changing circumstances do not
alter risk priorities.

Risks will be reviewed regularly in accordance with their risk category and level of residual risk. At minimum,
the risk register will be reviewed semi-annually as part of the operational plan review process.

All risks must be reviewed at least every:

Risk Category Strategic Risks Operational Compliance Project Risks

Risks Risks
91 days 182 days 182 days 14 days

Risk are to be reviewed at least every:

Risk Rating Extreme Low

28 days 91 days 182 days 182 days

The risk register review is an integral part of the annual business planning cycle to ensure that:

¢ risks are identified and assessed in the context of Council’s and each Section’s current objectives;
e the status of risks and controls is reviewed in conjunction with the review of each section’s
performance;
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e where necessary (i.e risks are above Council’s risk appetite or the manager believes there is a
justification for additional risk treatment), risk treatment plans are incorporated

¢ where funding is required to implement risk treatment plans that it is incorporated into Council's
budget.

All Risk Owners are required to review risk registers for their areas of the organisation to ascertain their
completeness and accuracy. All Directors review their strategic risks quarterly for their areas of the
organisation. Project Sponsors / Managers must review their project risk on a fortnightly basis in accordance
with the Project Management Framework. Review includes consideration of the level of risk, the adequacy
of controls and timely implementation of risk treatment plans.

Regular review of risk registers is encouraged particularly when there are changes in the operating
environment and/or new risks are identified.

Feedback on the implementation and the effectiveness of the ERM Policy and ERM Strategy will be obtained
from:

e the Audit, Risk & Improvement Team which facilitates ongoing and periodical reviews of risk
management processes with responsibilities clearly defined and assigned in the Council risk
management system (Camms).

e Independent reviews and audits which present to the Executive Management an unbiased view of
the risk and control environment. The independent opinion on risk management is also important in
achieving best-practice performance and continuous improvement. Council has incorporated a risk-
based approach to plan and execute the internal audit process / reviews. Council has further
engaged with external consultants to review and assess its risk management adequacy under the
risk management framework.

e Key findings and recommendations from internal risk reviews, audits, and consultancy reviews are
then incorporated into risk management workshops and risk management action plans by the Audit,
Risk & Improvement Team for future improvement.

6.7 Record, Communicate, Escalate & Report
All staff are responsible for identifying risks and reporting those risks in the Council risk management system
for consideration of the level of risk.

Recording

Recording and documenting assessment and decisions in relation to risk is important for the following
reasons:

it gives integrity to the process and is an important part of good corporate governance;

it provides an audit trail and evidence of a structured approach to risk identification and analysis;
it provides a record of decisions made which can be used and reviewed in the future; and

it provides a record of risk profiles for Council to continuously monitor.

Risk documentation including risk registers will be maintained in Council’s risk management system. All
identified risks are recorded, assessed and evaluated in the system which then form into a risk register and
become key inputs for periodical and ad hoc risk reporting. This allows effective communication on risk
management matters across the organisation, assists interactions with stakeholders, and provides
information for future improvement and decision-making.

Written/formal risk assessments, risk/control audits, self-assessments will be maintained within HP TRIM
(Council's document management system)

These records may be called upon in the management of ongoing treatments, as evidence in incident
investigations, in dealing with insurance matters or during other inquiries, and for audit purposes.
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Risk management records should be reviewed:

e On handover of responsibilities between managers;

e On assumption of responsibility for a project or program;

e Regularly to match reporting requirements; and

e Whenever operating parameters are subject to major change

Risk Escalation based on Risk Rating
Based on the likelihood and consequence of a risk occurring in a risk matrix, a risk rating of Low, Moderate,
High, or Extreme will be assigned and recorded in the Council risk management system. The below figure
provides an overview of the risk rating and escalation requirements for accepted risks.

Residual
Risk
Rating

Escalation Protocol

Business as usual; monitor to

ensure controls are in place.

Manage the concerning risk in accordance with

Action Process

Council’s risk appetite. Monitoring of the control
measure is always required. Low risks should
continue to be monitored and re-evaluated on a
regular basis to ensure that the risk is being
controlled. Low risks can generally be treated with
routine procedures. In some instances, it may be
appropriate to accept the risk without installing
mitigating controls.

Moderate

Extreme

Reporting

Attention required; monitor and
review the risk against the risk
appetite. Ensure all controls
identified and schedule regular
reviews. Actions and/or limited
resources might be required.

Manage the concerning risk in accordance with
Council's risk appetite. New activity should not
commence until appropriate control measures are in
place. For existing activities, actions should be taken
in accordance with the Escalation Protocol.

Review the risk immediately
against the risk appetite. Contact
the Audit, Risk & Improvement
Team for advice. Ensure all
controls identified and review
process regularly. Actions and/or
limited resources might be
required.

Manage the concerning risk in accordance with
Council's risk appetite. New activity should not
commence until appropriate control measures are in
place. For existing activities, actions should be taken
in accordance with the Escalation Protocol.

Activities must be suspended
immediately. Report to manager
or Head of Audit, Risk &
Improvement for advice. Actions
and/or significant  resources
might be required.

Manage the concerning risk in accordance with
Council's risk appetite. New activity should not
commence until appropriate control measures are in
place. For existing activities, actions should be taken
in accordance with the Escalation Protocol.

Council’s Head, Audit Risk and Improvement is responsible for the coordination and reporting of risks to other
key strategic points of the organisation including the Executive Leadership Team, the Audit, Risk &
Improvement Committee and Council. The table also indicates the proposed frequency of reporting that will
take place.

In particular, the Audit, Risk & Improvement Team provides quarterly risk reports to Executive Management
and the ARIC.
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The risk reports review and summarise the adequacy of the risk management and internal controls across
all risks and aim to enhance the quality of dialogue with Council staff, ARIC, stakeholders and oversight

bodies. Risk reports communicate important risk and control information.

Reporting Hierarchy

Risk particulars

Reporting Frequency

Council (Council or Committee of
Council)

Extreme and High.
All risks
associated with a
report
recommendation
need to be
included in
Council reports.

As required

Audit, Risk and Improvement
Committee

Key strategic,
operational,
compliance and
project risks

Quarterly

Executive Leadership Team

Strategic,
operational
compliance and
project risks

Strategic risks are reviewed off by
the Executive every quarter.
Operational and compliance risks
should be reviewed by the
accountable Director every 6
months.

Managers- All Risks are recorded
and reviewed off via Council’s risk
management system.

The role of the Head Audit, Risk and
Improvement is to review and report
on these risks in accordance with
the reporting hierarchy.

All operational and
compliance risks

Managers review their operational
and compliance risks assigned to
them bi-annually

The Head Audit, Risk and Improvement is to coordinate the preparation of a quarterly risk status report with
the assistance of the Co-ordinator Audit and Risk and submit it to the ARIC. The quarterly risk status report

will at least contain details of:

e any risk management initiatives undertaken during the previous quarter
e any major incidents/claims that have occurred during the previous quarter

e the major inherent and residual risks facing the organisation and the controls in place to manage

those risks

e progress in implementing key Risk Treatment Plans
e any issues that may have arisen as a result of the quarterly risk register review by Risk Owners
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6.8 Continuous Improvement

Council understands that improving risk management is a journey. It requires building a range of skills and
capabilities across the organisation, enhancing processes, maintaining a strong risk aware culture and
undertaking a range of repeatable risk management activities.

Documentation including policies, procedures, risk registers and systems relating to the risk management
framework will be subject to periodic review. In particular the Head Audit, Risk and Improvement is to
coordinate a review of the ERM Policy every four years (or earlier if there are any material changes in
circumstances). The results of the review are to be reported to the Audit, Risk and Improvement Committee
and ultimately the Council.

The Head Audit, Risk and Improvement must also review the ERM Strategy at least every 4 years and/or
whenever there is a change to Council’s risk profile or approach. Any changes will be submitted to the
Executive and the Audit, Risk and Improvement Committee.

An Annual Risk Management Plan will be prepared in the last ARIC quarter prior to the end of the financial
year. A quarterly report will be submitted to the ARIC in relation to the progress of its implementation.

The Executive Leadership Team will conduct an Annual Risk Management Self-Assessment of operation of
the ERM framework each year. The outcomes of the self-assessment are provided to the ARIC.

Council will periodically assess its level of risk management maturity in accordance with good practice
standards that include AS ISO 31000 and/or the NSW Treasury Risk Maturity Assessment Tool. The NSW
Treasury Risk Management Maturity Assessment Tool aims to evaluate maturity levels (from fundamental
to advanced) across a range of attributes important to risk management.

The assessment may be part of the periodic independent review of the risk management framework or a self-
assessment. The results of the risk management maturity assessment will be reported to Council and ARIC.
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Appendix A — Risk Review — Step by Step guide

Step 1 - Risk identification and description

Think “what can go wrong” in your area of responsibility. A risk is then described as Risk statement (threat):
(risk event) that results in (consequences/negative impact). What can cause this risk? This could be one or
multiple / different causes.

Relevant fields in risk register: Risk (Long Description)

Step 2 - What’s the main consequence?

A risk’s consequence could impact objectives that are financial, environmental, reputational, compliance &
legal, people & safety and service delivery.

If a risk impacts multiple consequences, chose the highest impacted Risk Category consequence for your
risk.

Relevant fields in risk register: Risk Category

Step 3 - Impacted areas

A risk may be unique for your area, but it may be a risk that applies to other departments as well. Chose the
impact area:

e Council (arisk that applies to every department)

e Single department (a risk that only applies to your department)

e Multiple department (a risk that applies to a few departments but not the whole council)
Relevant fields in risk register: Division.

Step 4 - Inherent Risk/ Consequences / Likelihood

Inherent risk is the overall risk before the application of any controls. It is determined by combining the
likelihood and consequence ratings. Ultimately, the level of inherent risk will determine how a risk is treated.

The consequence assessment is the effect or impact of a typical risk event. If multiple consequences are
expected, the highest rating should be chosen.

The likelihood of occurrence is the probability of an event occurring. When considering the likelihood of a
risk, both the probability and frequency of occurrence needs to be considered.

Relevant fields in risk register: Inherent Risk Rating.

Relevant supporting material: “Consequences”, “Likelihood” in the “Risk Matrix”.

Step 5 - Existing controls
Once the inherent risk has been determined, the current controls (people, systems and processes) that are
in place to mitigate the risk need to be identified and considered. A control can reduce the likelihood and/or
the consequence of a risk.

Relevant fields in risk register: Mitigating Control.

Step 6 - Control Effectiveness

Once current controls are identified, the control's effectiveness needs to be assessed to determine the
residual risk. To determine control effectiveness, the quality of documented policies and procedures,
adequacy of training, staff turnover, and recent issues needs to be considered.

Step 7 — Residual Risk / Likelihood / Consequences
Residual risk is the level of risk after considering the effectiveness of existing controls.
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Relevant fields in risk register: Residual Likelihood, Residual Consequence, Residual Risk Rating
(auto calculated).

Relevant supporting material: “Consequences”, “Likelihood”, “Risk Matrix”.

Step 8 — Evaluate level of risk
Evaluate whether the level of residual risk is within risk appetite.
Relevant fields in risk register: Risk Appetite.

Relevant supporting material: Risk Appetite Statement.

Step 9 — Risk Treatment Plan
Where residual risk is evaluated as within risk appetite, no further or immediate action is required.

Where residual risk is evaluated as outside risk appetite, further escalation and action is required through
risk treatment. The risk owner must escalate risks outside risk appetite with the proposed risk treatment
plan to CEO. The CEO must determine whether the proposed risk treatment, including the time frame for
implementation, is acceptable.

In some rare cases the CEO may determine to accept a Moderate, High or Extreme residual risk or risks
outside risk appetite without further treatment where the cost of treatment exceeds the benefit and the
objective being pursued is considered critical. In such cases, the reason for accepting the risk without further
treatment must be documented and reported to Council.
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Appendix H - Glossary

Terminology
communication
consultation

consequence

control

establishing the context

external context

internal context

level of risk

likelihood

monitoring

residual risk

review

risk

risk analysis

risk assessment

Definition

continual and iterative processes that an organisation
conducts to provide, share or obtain information and to
engage in dialogue with stakeholders and others
regarding the management of risk stakeholder person
or organisation that can affect, be affected by, or perceive
themselves to be affected by a decision or activity

outcome of an event affecting objectives

measure that is modifying risk

defining the external and internal parameters to be taken
into account when managing risk, and setting the scope
and risk criteria for the enterprise risk management

policy

external environment in which the organisation seeks to
achieve its objectives

internal environment in which the organisation seeks to
achieve its objectives

magnitude of a risk, expressed in terms of the
combination of consequences and their likelihood

chance of something happening

continual checking, supervising, critically observing or
determining the status in order to identify change from the
performance level required or expected

risk remaining after risk treatment

activity undertaken to determine the suitability, adequacy
and effectiveness of the subject matter to achieve
established objectives

effect of uncertainty on objectives

process to comprehend the nature of risk and to
determine the level of risk

overall process of risk identification, risk analysis and risk
evaluation
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risk attitude

risk aversion

risk criteria

risk evaluation

risk identification

risk management

enterprise risk
management framework

Enterprise Risk
Management Strategy

Enterprise Risk
Management Policy

risk management
process

risk owner

risk profile

risk source

risk treatment

organisation's approach to assess and eventually pursue,
retain, take or turn away from risk

attitude to turn away from risk

terms of reference against which the significance of a risk
is evaluated

process of comparing the results of risk analysis with
risk criteria to determine whether the risk and/or its
magnitude is acceptable or tolerable

process of finding, recognizing and describing risks

coordinated activities to direct and control an organisation
with regard to risk

set of components that provide the foundations and
organisational arrangements for designing,
implementing, monitoring, reviewing and continually
improving risk management throughout the organisation

scheme within the enterprise risk management
framework specifying the approach, the management
components and resources to be applied to the
management of risk

statement of the overall intentions and direction of an
organisation related to risk management

systematic application of management policies,
procedures and practices to the activities of
communicating, consulting, establishing the context, and
identifying, analysing, evaluating, treating, monitoring
and reviewing risk

person or entity with the accountability and authority to
manage the risk

description of any set of risks

element which alone or in combination has the intrinsic
potential to give rise to risk event

process to modify risk

42




	Minutes of Governance Committee Meeting 13/02/2024
	Infrastructure and Planning Committee
	IPC 01 Development Assessment
	Recommendation


	Strategic Performance Committee
	SPCM 01 Enterprise Risk Management Policy and Risk Appetite Statement
	Recommendation
	Attachments
	Attachment 1 - Liverpool Council ERM Policy
	Attachment 2 - ERM Policy- changes tracked
	Attachment 3 - Liverpool Council ERM Strategy- including Risk Appetite Statement



